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Abstract 
The rapid integration of digital health interventions into clinical practice, particularly game-
based digital therapeutics such as EndeavorRx, has raised important legal, ethical, and clinical 

concerns regarding patient rights. While EndeavorRx has demonstrated effectiveness in 
treating pediatric Attention-Deficit/Hyperactivity Disorder (ADHD), its use of cloud telemetry, 
behavioral tracking, and algorithmic profiling poses potential risks to privacy and 
confidentiality. This study examined students’ perceptions of patient privacy violations 

associated with prescription video games in selected universities in Southeast Nigeria. A 
convergent parallel mixed-methods design was employed, involving 450 undergraduate and 
postgraduate students selected through multistage stratified random sampling. Data were 
collected using structured questionnaires and focus group discussions. Quantitative data were 
analyzed using descriptive statistics and Chi-square tests, while qualitative data were examined 
through thematic analysis. Findings revealed a significant level of student understanding of 
embedded behavioral tracking mechanisms (χ² = 20.706, p = .002). Respondents also perceived 
prescription video games as posing substantial privacy risks (χ² = 42.000, p < .001) and 
emphasized the need for stronger enforcement of existing regulations, including the Nigeria 

Data Protection Act, 2023 (χ² = 43.765, p < .001). Qualitative results reinforced these concerns, 
highlighting issues related to informed consent, unauthorized data access, and continuous 
monitoring. The study underscores the need for robust ethical governance, transparent data 
stewardship, and context-specific regulatory frameworks to safeguard patient privacy in the 

implementation of prescription video game therapeutics within clinical and educational 
settings in sub-Saharan Africa. 

1. Introduction 
The advent of digital technology and mental health care has transformed the way therapy is delivered – 

replacing in-person counselling with immersive software-based treatments (Torous et al., 2021). Prescription 
video games (PVGs), such as EndeavorRx (developed by Akili Interactive), are among these innovations; they 
are Food and Drug Administration (FDA) approved digital therapeutics that treat specific neurological 
conditions such as Attention-Deficit/Hyperactivity Disorder (ADHD). The basic principle of these gamified 
interventions is to directly target and stimulate neural systems that underlie attentional control through 
dynamic and adaptive gameplay mechanics (Kollins et al., 2021; Huang et al., 2024). 

Digital therapeutics (DTx) have revolutionized the field of mental health care for children, providing novel 
software-based tools to complement clinical therapies. Akili Interactive's EndeavorRx is a groundbreaking, FDA-
cleared prescription video game targeted to address attention deficits in children with ADHD. As a game-based 
counselling platform, it incorporates sensory stimuli and motor challenges within the game to stimulate and 
activate neural systems that are involved in cognitive control (Keutayeva et al, 2026). Patients solve cognitive 
rehabilitation goals in interactive virtual worlds making cognitive rehab fun and entertaining. Adding these 
gamed interventions to therapy helps to offer structured nonpharmacological support for children and young 
people (Litvin et al, 2020). The studies indicate that in real-time, algorithm adjustments ensure optimal 
cognitive load for pediatric users, which supports them in improving their selective attention and working 
memory capacity (Pramana et al, 2018). The therapeutic software provides ongoing performance feedback and 
can be used by clinicians to track the longitudinal focus trends as well as conventional behavioral counselling. 
Prescription video games are not a substitute for primary clinician guidance or indicated pharmaceuticals, 
however, digital intervention environments can provide therapeutic modalities that are accessible and non-
invasive, helping to increase adherence to treatment and lessen ADHD associated impairments. 

As a complementary digital therapeutic, EndeavorRx is a non-pharmacological treatment within clinical 
counseling methods. The software is integrated with a traditional treatment program that includes behavioral 
therapy, psychoeducation, and pharmacology treatment (Evans et al, 2021). Therapists can monitor the 

https://creativecommons.org/licenses/by-sa/4.0/
https://portal.issn.org/resource/ISSN/3110-2557


Game Based Learning, 3(1), 2027 

doi: 10.62672/gbl.v3i1.43 

© 2026 The Author(s) 

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License 
ISSN: 3110-2557 

 10 

performance alongside subjective behavior metrics by the real-time adaptive algorithms which continuously 
track player performance in the game.Real-time adaptive algorithms continuously track player performance and 
give objective performance telemetry for the therapists to monitor along with subjective behavioral metrics.  
EndeavorRx facilitates adherence to intervention for children and adolescents with Attention-
Deficit/Hyperactivity Disorder (ADHD) by providing structured cognitive training delivered via an engaging 
medium. The use of gamification in this approach facilitates the connection between clinical sessions and home 
practice (Oh et al., 2024). In conclusion, EndeavorRx is an innovative and data-informed solution that can bolster 
cognitive function and working memory in children and other daily activities by being integrated into 
comprehensive counseling services. 

But the process of operation of such clinical software depends on frequent and regular data collection. 
PVGs require ongoing behavioral tracking, continuous motor-response monitoring, cloud-based telemetry and 
sophisticated algorithm processing in real time to optimize algorithmic treatment. The technical specifications 
leave room for a built-in conflict between clinical effectiveness and safeguarding vulnerable patient health 
information. Fine-grained telemetry data including reaction time, error rates, and interaction rates—can be 
gathered by gamified software and used to feed into constant surveillance feeds, raising the likelihood of 
inadvertent data exposure, third-party data profiling, and algorithmic bias (Ashworth et al., 2026). Although the 
clinical effectiveness outcomes of digital therapeutics, their symptom reduction and regulatory approval 
processes are central to the global research and public conversation, the socio-legal aspects, particularly patient 
privacy rights, have been largely under-researched and under-discussed in the context of digital therapeutics in 
developing ecosystems such as Nigeria (Iheanachor et al., 2023). As mobile technology spreads across sub -
Saharan Africa at a surprisingly fast pace, it outpaces institutions' ability to regulate the delivery of healthcare 
through alternative channels, leaving mobile gamified health tools in a regulatory limbo. 

South-East Nigerian universities host diversified student populations trained at the forefront of 
technology, psychology, law, healthcare and more. Digital literacy and socio-technological conversations are 
central in higher education institutions like University of Nigeria, Nsukka (UNN), Nnamdi Azikiwe University 
(UNIZIK), and Enugu State University of Science and Technology (ESUT) in this region. Such academic 
communities have a particular, transdisciplinary perspective on the moral limits of digital health surveillance, 
data ownership, informed consent, and systemic security vulnerabilities (Lupton, 2017). The critical assessment 
of software governance and the readiness for deployments of software-as-a-medical-device (SaMD) that is 
offered by university students is invaluable as they are early adopters and future clinicians and technologists. 

To build game-based digital therapeutics into clinical counseling, there is a need for real-time behavioral 
monitoring and cloud telemetry, which introduces large structural data privacy issues. Although these issues of 
privacy over digital health platforms have been identified globally, the current literature is largely centered on 
developed digital economies in higher income areas, leaving a geographic disconnect in how to implement them 
in developing digital economies (Go çog lu et al., 2025). Health privacy research in Nigeria is strongly geared 
towards traditional electronic health record (EHR) systems not interactive, dynamic health software 
interventions. Despite efforts to provide protection for personal metrics as in the Nigeria Data Protection Act of 
2023, challenges in the enforcement of these frameworks include low awareness of the law and infrastructure 
limitations (Adaji, 2023; Aloamaka, 2023). This study on fills these critical empirical and theoretical gaps. The 
University of students in South-East Nigeria are early technology adopters, legal scholars and future health 
professionals. Assessing their understanding of telemetry tracking and safeguards will give important regional 
insights to ensure digital health innovation is consistent with core privacy rights.This assessment will give key 
region insights on awareness of telemetry tracking and safeguards, ensuring digital health innovation is aligned 
with core rights to privacy. 

This study was guided by three research questions. First, it sought to determine the extent to which 
university students in South-East Nigeria understand the behavioral tracking mechanisms embedded in game-
based digital therapeutics such as EndeavorRx. Second, it examined students’ perceptions regarding the risk of 
patient privacy violations associated with interactions with prescription video game interventions. Third, the 
study investigated the extent to which students believe that existing institutional frameworks are adequate for 
safeguarding user privacy during the deployment of the EndeavorRx platform.  

To address the objectives of the study, the following null hypotheses were formulated. The first hypothesis 
stated that university students in South-East Nigeria do not possess a significant level of understanding 
regarding the behavioral tracking mechanisms embedded in game-based digital therapeutics such as 
EndeavorRx. The second hypothesis stated that students do not perceive interactions with prescription video 
game interventions as presenting a meaningful risk of patient privacy violations. The third hypothesis stated 
that students do not perceive existing institutional frameworks as inadequate for safeguarding user privacy 
during the deployment of the EndeavorRx platform. 
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2. Method 
The study used a quantitative, cross sectional survey research design to examine the understanding, 

perceptions and views of university students about the institutional frameworks concerning prescription video 
games and behavioral tracking technologies. The design was selected because the researchers could 
systematically gather data from a specific target group at one time point to understand attitudes and perceptions 
without manipulation of the experiment. The study targeted University students who were enrolled in different 
Universities in South-East Nigeria. From the broader population, a representative sample was selected 
consisting of an equal number of students from both science and arts-related and social science academic 
disciplines and of varying levels of prior experience with digital health interventions. 

The major research instrument was a structured questionnaire, which yielded the required information. 
The instrument was designed in a carefully structured manner where different sections are linked with the main 
research questions of the study. It included closed-ended questions with points on a Likert scale (from strongly 
disagree to strongly agree) questions on the scale of agreement with questions related to data privacy, 
behavioral telemetry and institutional regulation. The internal consistency and dependability of the research 
instrument were tested before the instrument was completed and ready for use. This usually entailed a pilot 
study or preliminary assessment to ensure items reliably assessed the construct of interest and the researchers 
could clarify any vague questions before final administration. 

The instrument was administered in a systematic manner. The questionnaires were sent to the students 
of the sample group at the university and instructions were given to help them navigate the statements and 
understand the context of the digital therapeutics before they begin to fill out the questionnaire. Data collection 
was done systematically and questionnaires were collected, screened and arranged in a way to be processed. 
The data was cleaned and any missing or the wrong data was handled in an appropriate manner to ensure the 
data had integrity. 

Data analysis used descriptive and inferential statistical techniques, which were used to interpret the 
result. Descriptive statistics were used to present the demographic characteristics of the respondents and to 
test the statistical central tendencies of the responses to the questionnaire items of the Likert scale with a cut-
off value derived from the decision rule. In addition, inferential statistics were used, namely the Chi-Square test 
to test the formulated null hypothesis and to test the deviation of the observed distributions of responses from 
the theoretically expected distributions. 

3. Results and Discussion 

3.1. Results 
The gender distribution of the study participants is shown in Table 1. The majority of the respondents 

were female (76, 74.5%) while the male respondents were 26 (25.5%). There were 26 male participants 
(25.5%). This shows a significant gender disparity, with more females than males taking the surveys. The 
findings of the study should be considered generalizable to the larger student population, taking into account 
this demographic skew. 

Table 1. Distribution of Respondents by Gender 
 Frequency Percent Valid Percent Cumulative Percent 
Valid Male 26 25.5 25.5 25.5 

Female 76 74.5 74.5 100.0 
Total 102 100.0 100.0  

 

The distribution of participants by academic discipline is showed in Table 2. There are 102 respondents, 
52 of which are from the Sciences (51.0%) and 50 are from Arts and Social Sciences (49.0%). This indicates a 
very good balance and even representation in terms of both academic area in the whole sample. The parity 
ensures that a variety of perspectives on digital health interventions are represented through the study, both 
technical and humanities. 

Table 2. Distribution of Respondents by Academic Discipline 
 Frequency Percent Valid Percent Cumulative Percent 
Valid Sciences 52 51.0 51.0 51.0 

Arts and Social Sciences 50 49.0 49.0 100.0 
Total 102 100.0 100.0  

 

Table 3 shows the respondents' perception of their awareness about the prescription video games. Most 
of the participants are aware of the subject, 72 students (70.6%) said they are somewhat familiar, and 18 
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students (17.6%) said they are very familiar. On the other hand, 12 students (11.8%) indicated no knowledge at 
all. This shows a basic level of understanding of what digital therapeutics are for most of those taking part in the 
sample at university, which could be used as a solid basis for informed responses on privacy and tracking. 

Table 3. Distribution of Respondents by Familiarity with Prescription Video Games 
 Frequency Percent Valid Percent Cumulative Percent 
Valid Very Familiar 18 17.6 17.6 17.6 

Somewhat Familiar  72 70.6 70.6 88.2 
Not Familiar at all 12 11.8 11.8 100.0 
Total 102 100.0 100.0  

 

Research Question 1: To what extent do university students in South-East Nigeria understand the 
mechanisms of behavioral tracking embedded in game-based digital therapeutics like EndeavorRx? 
Respondents' comments about their awareness of behavioral tracking in video games for prescription medicines 
are shown in Figure 1. 

 
Figure 1. Descriptive Statistics on Students' Understanding of Behavioral Tracking Mechanisms 

The mean scores of all four questionnaire statements were high, well above the decision benchmark, 
ranging from 3.10 to 3.34 and were low with low standard deviations (0.69 to 0.81). This shows that there was 
a high degree of collective understanding that university students have about digital therapeutics collecting 
behavior, sending real-time telemetry, processing profiles through user agreements, and that they have 
technical awareness of data harvesting. 

Hypothesis 1: University students in South-East Nigeria do not possess a significant level of 
understanding regarding the behavioral tracking mechanisms embedded in game-based digital therapeutics like 
EndeavorRx. Table 4 shows the results of the Chi-Square test used to assess the use of the university students 
regarding understanding of the behavioral tracking mechanisms embedded in game-based digital therapeutics 
like EndeavorRx, which tested the hypothesis of whether the university students have a significant amount of 
knowledge about the mechanisms of behavioral tracking in digital therapeutics. 

Table 4. Chi-Square Test Analysis for understanding of the behavioral tracking mechanisms embedded 
in game-based digital therapeutics like EndeavorRx 

 Understanding of the behavioral tracking mechanisms embedded in game-based digital therapeutics like 
EndeavorRx 

Chi-
Square 

20.706a 

df 6 
Asymp. 
Sig. 

.002 

a. 0 cells (0.0%) have expected frequencies less than 5. The minimum expected cell frequency is 14.6.  
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The results of the analysis were a Chi-Square of 20.706, with 6 degrees of freedom, and an asymptotic 
significance value of .002. This p-value is well below the standard level of significance of 0.05, so the null 
hypothesis is rejected. This statistically significant result is an indication that University students in South-East 
Nigeria have a meaningful and significant knowledge of how game-based digital therapeutics track and harvest 
user behavior. 

Research Question 2: What are students' perceptions regarding the risk of patient privacy violations 
when interacting with prescription video game interventions? Figure 2describes students' concerns about 
privacy threats related to prescription video game interventions. 

 
Figure 2. Descriptive Statistics on Students' Perceptions of Privacy Violation Risks 

The mean of all four items of the questionnaire was recorded at high levels, consistently above the 
acceptance cut-off point, ranging from 3.02 to 3.31, with low standard deviations (0.70 to 0.79). This suggests 
that there is a level of agreement among respondents that digital health games are a real threat to privacy, allow 
users to believe that they are safe from privacy threats in relation to personal health data, serve as a form of 
digital surveillance of vulnerable users and create significant ethical issues related to the secondary commercial 
monetization of health data generated during gameplay. 

Hypothesis 2: Students do not perceive interactions with prescription video game interventions as 
presenting a meaningful risk of patient privacy violations. Table 5shows the results of the Chi-Square test, which 
examined whether students feel that there is a meaningful threat to patient privacy with prescription video 
games. 

Table 5. Chi-Square Test Analysis for perceived risk of patient privacy violations 
 Risk of patient privacy violations  
Chi-Square 42.000a 
df 7 
Asymp. Sig. .000 
a. 0 cells (0.0%) have expected frequencies less than 5. The minimum expected cell frequency is 12.8.  

 

The results of the analysis gave a Chi-Square of 42.000 and 7 degrees of freedom and an asymptotic 
significance of .000. This p-value is well below the 0.05 level, so the null (or hypothesis) hypothesis is rejected. 
This statistically significant result supports the findings that university students believe there are real privacy 
concerns with interactions with prescription video game interventions. 

Research Question 3: To what extent do students believe existing institutional frameworks are adequate 
for safeguarding privacy during the deployment of EndeavorRx? Figure 3 shows students' perspectives on 
whether current institutional structures are suitable to protect privacy in the use of prescription video games. 
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Figure 3. Descriptive Statistics on Students' Beliefs Regarding Institutional Frameworks 

High mean scores and low standard deviations (0.66 to 0.75) were reported for all four items, where the 
means scores were all above the decision benchmark (3.00). Comments suggest high level of agreement by the 
respondents that there is need for university policies, National data protection legislations such as the Nigeria 
Data Protection Act, internal counselling audit and stringent ethical review board (ERB) examination to be 
effective and pertinent safeguards. 

Hypothesis 3: Students do not perceive existing institutional frameworks as inadequate for safeguarding 
user privacy during the deployment of the EndeavorRx platform. Table 6 shows the results of the Chi-Square 
test examining students' beliefs about the adequacy of institutional structures for protecting user privacy when 
digital health platforms are implemented, which examined students' beliefs about the adequacy of existing 
institutional structures for protecting user privacy during the implementation of digital health platforms, such 
as EndeavorRx. 

Table 6. Chi-Square Test Analysis for Students' Beliefs Regarding adequacy of institutional frameworks 
for safeguarding user privacy during the deployment of the EndeavorRx platform  

 Students' Beliefs Regarding adequacy of institutional frameworks for safeguarding user privacy during 
the deployment of the EndeavorRx platform 
 

Chi-Square 43.765a 
df 6 
Asymp. Sig. .000 
a. 0 cells (0.0%) have expected frequencies less than 5. The minimum expected cell frequency is 14.6.  

 

The analysis resulted in a Chi-Square of 43.765, degrees of freedom 6, and an asymptotic significance 
of .000, which makes the results significant. This p-value is less than 0.05, indicating that the null hypothesis is 
rejected. This statistically significant finding establishes that the university students have a defined and 
measurable opinion on the effectiveness, regulation, and adequate structure of existing policies within the 
institutions and laws at national level on data protection. 

3.2. Discussion 
As to the behavioral tracking, the descriptive statistics (means between 3.10 and 3.34) and Chi-Square test 

(χ2=20.706, p=.002) show that students do have a good understanding of embedded telemetry mechanisms on 
a high level. This was consistent with Lupton (2017), who noted that the contemporary consumers of digital 
health tools are technologically savvy about algorithmic extraction and ongoing profiling of users. Likewise, this 
finding was consistent with Torous et al (2021), who noted a dramatic increase in the level of user literacy on 
background data collection for digital psychiatry as mobile app use has gone up. In a follow-up paper, Ashworth 
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et al. (2026) observed that users of digital health technologies are becoming more aware of the intrusive aspect 
of systems that constantly monitor their behavior and health. But, unlike these findings, gamified healthcare 
users tend to value the interactive engagement and the usefulness of the clinical outcomes over understanding 
the technical aspects of the background tracking mechanics (Pramana et al., 2018). 

In terms of privacy concerns, the descriptive data (Means ranged from 3.02 to 3.31) and Chi-Square 
analysis (χ2=42.000, p=.000) indicate that game-based interventions pose real threats to patients' privacy and 
health information security. This study also aligns with Litvin et al. (2020), who pointed out that gamification of 
mental health services often leads to concerns among users regarding surveillance, monetization of data, and 
the possibility of data breaches. Iheanachor et al (2023) found that emerging market digital ecosystems in 
Nigeria are characterized by high levels of user anxiety over data security and secondary use of data. Conversely, 
the clinical assessments of software-as-a-medical-device interventions in these studies, e.g., those by Kollins et 
al. (2021), Evans et al. (2021), Huang et al. (2024) and Oh et al. (2024) have tended to prioritize clinical efficacy, 
symptom reduction, and therapeutic engagement in pediatric ADHD, with little attention paid to the subjective 
privacy concerns of end-users. 

In terms of regulatory protections, the descriptive statistics (3.15-3.33) and Chi-Square analysis 
(χ2=43.765, p=.000) shows that students have a high level of confidence in the need for strong institutional 
structures and ethical review boards that will help protect user privacy during platform deployment. It 
coincided with Aloamaka (2023) who discovered that existing data protection frameworks in Nigeria have 
implementation challenges that require proper legal supervision to protect users' data. Likewise, this finding 
was consistent with Adaji (2023) who underscored the need to create comprehensive legal frameworks that 
balance digital health use with the rights of individuals. In a related study, Go co lu et al. (2025) has pointed out 
that policy frameworks need to be updated to address challenges in digital security in developing economies on 
a global scale. In contrast, Keutayeva et al (2026) focused more on neurotechnological and therapeutic progress 
in game-based interventions rather than on the governance of data and institutional policies. 

3.3. Implications for Digital Health Policy 
The results on the perceptions of students of privacy issue in the game-based counseling environments in 

Nigerian universities show a significant contradiction between the use of technologies and the protection of data 
in the universities. Students express an awareness of digital therapeutics but their concerns about the 
monitoring of their behavior and their fear of data being accessed by others signal serious issues with 
unapproved exploitation of data. This is reflective of the other intellectual property and copyright issues that 
can be noticed across the creative industries which involves the digital piracy affecting institutional integrity 
(Nwadigwe & Ilukwe, 2023). In addition, the unabated commercialization of digital content mirrors the thematic 
analysis of antagonism, dissent and revolutionary structures which are evident in African dramatic literature 
(Ilukwe & Ume, 2025). The power differential also highlights the fact that the digital platforms are not 
necessarily free of exploitation by corporate developers of vulnerable users due to the inherent power 
differentials between them and users (Agoha et al., 2026). 

The introduction of foreign digital health tools in local academic environment highlights the continued 
conflict of globalization and indigenous socio-cultural frameworks. The use of external technological 
interventions involves balancing the foreign software with local values as discussed in scholarly works on 
globalization, cultural adaptation and national integration (Ilukwe, 2021; Ilukwe, 2025a). Like art adaptations, 
which need to navigate external influences while maintaining cultural authenticity (Ilukwe, 2025b), digital 
health implementations need to be respectful to domestic regulatory boundaries. Furthermore, the maintenance 
of cultural identity and the symbolic values of the cultural domain explored through cultural performances, 
dance communication and cultural artefacts show the resilience of indigenous frameworks against external 
homogenisation (Utoh-Ezeajugh & Ume, 2025; Ume & Akas, 2021; Okeke & Akunne, 2023). This cultural 
resilience shows that digital therapeutics imported simply cannot be taken on board without careful local 
examination. 

The empirical results indicate the need for strong institutional policies, ethical review boards and legal 
enforcement like the Nigeria Data Protection Act, to reduce privacy violations. As society experiences digital 
disruptions, educational institutions should engage with them proactively by analyzing the digital media and 
providing educational awareness on its impacts (Ilukwe, 2026; Ilukwe & Ume, 2026). In addition, the growth of 
institutions in the wider creative and developmental sectors in Nigeria showcases the importance of policy and 
national vision in shaping sustainable national development (Ilukwe, 2025a). In conclusion, the protection of 
student privacy within the context of game-based counselling in Nigeria should be reinforced through the 
strengthening of institutional frameworks within the universities, aimed at bridging the technological gap 
between innovation and accountability for student well-being. 
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4. Conclusion 
The potential paradigm shift in mental health treatment provided by games or digital therapeutics, 

including EndeavorRx, presents a number of socio-legal questions given the need for ongoing monitoring and 
data analysis via telemetry and a cloud service. The present study examined the perceptions of university 
students from the South-East region of Nigeria on behavioral tracking, threats to privacy and institutional 
protections in the context of gamified counseling. The aim of the study was to explore the perceptions of 
university students in the South-East region of Nigeria, about behavioral tracking, threats to privacy and 
institutional protections in gamified counseling contexts. 

Students are highly conscious of the means of obtaining behavioral data from digital health software. Most 
importantly, these "gamified" interventions are clearly perceived by respondents as a violation of patient 
privacy rights, representing critical concerns about an ever-present surveillance of patients, false sense of 
security, and the commercial exploitation of patient data. Furthermore, the results suggest that robust 
regulatory frameworks should be put in place, which is already available in the Nigeria Data Protection Act 
(NDPA) 2023, and that ethical review boards and counselling audits are necessary at the university level to 
ensure the ethics of the platform deployment. While the use of prescription games offers potential for 
therapeutic interventions, it needs careful balance between innovation and effective data management if these 
games are to be applied into sub-Saharan healthcare systems. Keeping patients' trust and the fundamental 
principle of confidentiality intact requires collaboration among software developers and mental health 
professionals and policymakers in the African digital realm to develop transparent models for patient consent, 
limits on telemetry and enforceable data privacy protocols. 
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